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Understanding System Resources
Module 1 Labs

Virtual Memory Management Concepts

Written Exercise: Memory Management
Supply the best answer to the following questions:
1.  One page of physical memory on a VAX computer consists of bytes.

3. Eachprocesshasa that maps virtual pages to physical
pages.

4. The set of physical pages of memory currently being used by a processis
known as the.

node and an:
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Written Exercise Solution: Memory Management
1.  One page of physical memory on aVAX computer consists of 512 bytes.

2. Virtual memory isdivided into these two spaces. System space and process
ace.

3. Each process has a page table that maps virtual pagesto physical pages.

The set of physical pages of memory currently being used by a processis
known as the working set.

5. A page fault occurs when a process refers to a page that is not in its working
Set.

6. A process may bein one of these three states: Current, computable, or
waiting.

7.  Thetwo types of nodesin a DECnet for OpenVMS network are a routing
node and an end node.
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Managing Batch and Print Requests
Module 2 Labs

Managing Queues and Spooled Devices

Written Exercise 2—1: Queue Creation
1. Listthefive stepstaken to establish a print execution queue.

2. Writethe DCL command that you would use to display all device queues.

3. Writethe DCL command that you would use to create and start a print queue.
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Written Solution 2-1: Queue Creation
1. Listthefive stepstaken to establish a print execution queue.
Set physical attributes of device.
Spool each printing device.
Initialize and start an execution queue for each printing device.

Initialize and start a generic print queue.

® 2 0 T o

Initialize and start a generic terminal queue.

2. Writethe DCL command that you would use to display all device queues.
SHOW QUEUE/ DEVI CE

3. Writethe DCL command that you would use to create and start a print queue.
I NI TI ALl ZE/ QUEUE/ START/ ON=LPAO SYS$PRI NT
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Managing Batch and Print Jobs

Lab Exercise 2—-2: Queue Management

The following exercises allow you to practice DCL commands needed to create,
manipulate, view, and delete queues.

Rev. 0.11

Perform the following laboratory exercises at an interactive terminal.

Use the command procedure LOGIN.COM in your main directory as a sample to
place in the print and batch queues.

1.

Place your LOGIN.COM in two print queues. Include the /[HOLD qualifier so
the jobs will not execute.

Examine the print queues.

Place several copies of the LOGIN.COM file into the batch queues. Include
the /HOLD qualifier so the jobs will not execute.

The system returns a job number for each SUBMIT command you enter.
Record these numbers for later use.

Examine the batch queues.

Notice the different information obtained from each batch queue command.
Examine the information given with each job.

Using the job entry numbers for each print and batch job, delete those jobs
from the queues.
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Lab Solution 2-2: Queue Management

L2-4

1.

Place your LOGIN.COM in two print queues. Include the /[HOLD qualifier so
the jobs will not execute.

To place several entries in the print queues, enter the following commands:

$ PRI NT/HOLD LOG N. COoM
$ PRI NT/ HOLD/ QUEUE=LPAO LOG N. COM

Examine the print queues.

$ SHOW QUEUE queue_nane
$ SHOW QUEUE/ DEVI CES/ ALL

Place several copies of the LOGIN.COM file into the batch queues. Include
the /HOLD qualifier so the jobs will not execute.

The system returns a job number for each SUBMIT command you enter.

Record these numbers for later use.
$ SUBM T/ HOLD LOGE N. COM

Examine the batch queues.

$ SHOW QUEUE/ BATCH
$ SHOW QUEUE/ BATCH FULL

Notice the different information obtained from each batch queue command.
Examine the information given with each job.

Using the job entry numbers for each print and batch job, delete those jobs
from the queues.

$ DELETE/ ENTRY=j ob_entry_nunber queue_nane

For example, if the system returns:
JOB SYSTEM (queue SYS$PRINT, entry 390) hol ding

delete the job with the DCL command:
$ DELETE/ ENTRY=390 SYS$PRI NT
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Lab Exercise 2-3: Batch Queues

Rev. 0.11

Preparation for this lab exercise:

10.

11.
12.

Use an editor or the CREATE command to create a command procedure that
you can use in the following exercise. Name this file LOOP.COM. Include
the following commands:

$ LOOP:

SHOW TI ME

SHOW SYSTEM
SHOW QUEUE
SHOW ENTRY/ FULL
$ GOTO LOOP

Use one command to create and start a batch queue called username BATCH
(for example: MGR1_BATCH).

If you get an error message indicating insufficient privilege, remind your
instructor that you need OPER privilege to complete this laboratory exercise.

Submit LOOP.COM on hold to be run as a batch job in your batch queue.

Look at the contents of the queue username BATCH. The first line of output
from a SHOW QUEUE command lists the type, name, and status of the
gueue. Get used to checking this line to see if the queue is stopped or paused.

©“ B B B

For the rest of the laboratory exercise, look at the contents of all batch queues
whenever you change anything.

Create and start a second batch queue called SLO_username (for example:
SLO_MGR1) with a base priority of 2. Thistime use separate commands to
create and start the queue.

Submit LOOP.COM as a batch job to the SLO_username queue. Examine its
priority.

Use the SHOW SY STEM command to see the name of the batch process
executing LOOP.COM.

Submit LOOP.COM on hold to the SLO_username queue.
Submit LOOP.COM to the SLO_username queue.
Submit LOOP.COM on hold to the username_BATCH queue.

Stop the username_BATCH and SLO_username queues, canceling the
executing jobs.

Delete the holding entries in the queues.

Delete the username BATCH and SLO_username queues. List all batch
gueues.
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Lab Solution 2—3: Batch Queues

L2-6

1.

Use one command to create and start a batch queue called
username BATCH.

$ I NI TI ALI ZE/ QUEUE/ BATCH START user nane_BATCH

Submit LOOP.COM on hold to be run as a batch job in your batch queue.
$ SUBM T/ HOLD/ QUEUE=user nane_BATCH LOCP. COM

Look at the contents of the queue username BATCH. The first line of output
from a SHOW QUEUE command lists the type, name, and status of the
gueue. Get used to checking this line to see if the queue is stopped or paused.

$ SHOW QUEUE user nane_BATCH

The following command gives additional information:
$ SHOW QUEUE/ FULL user name_BATCH

The status column indicates the status of the job you submitted.

Create and start a second batch queue called SLO_username with a base
priority of 2. Thistime use separate commands to create and start the queue.

$ I NI TI ALI ZE/ QUEUE/ BATCH BASE PRI ORI TY=2 SLO user nane
$ START/ QUEUE SLO user namne
$ SHOW QUEUE/ FULL/ BATCH

Submit LOOP.COM as a batch job to the SLO_username queue. Examine its
priority.

$ SUBM T/ QUEUE=SLO user nane LOCP. COM
$ SHOW QUEUE/ FULL SLO user nane

Notice that the priority of the job is different from the priority of the queue.
Again, note the status of the job you submitted.

Use the SHOW SY STEM command to see the name of the batch process
executing LOOP.COM.

$ SHOW SYSTEM
The process name is BATCHxxx, where xxx isthe job entry number.
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10.

11.

12.

Submit LOOP.COM on hold to the SLO_username queue.

$ SUBM T/ HOLD/ QUEUE=SLO user nane LQOOP. COM
$ SHOW QUEUE/ BATCH

The order of the qualifiers is not important, as long asthey are all included in
the command.

Submit LOOP.COM to the SLO_username queue.

$ SUBM T/ QUEUE=SLO user nane LOCP. COM
$ SHOW QUEUE SLO user nane

Submit LOOP.COM on hold to the username_BATCH queue.

$ SUBM T/ HOLD/ QUEUE=user nane_BATCH LOCP. COM

$ SHOW QUEUE/ BATCH

Stop the username_BATCH and SLO_username queues, canceling the
executing jobs.

$ STOP/ QUEUE/ RESET SLO user nane
$ STOP/ QUEUE/ RESET user nane_BATCH
$ SHOW QUEUE/ BATCH

Delete the holding entries in the queues.
$ DELETE/ ENTRY=ent ry- nunber queuenane

Repeat this command for each entry on hold in the queues.

Delete the username BATCH and SLO_username queues. List all batch
gueues.

$ DELETE/ QUEUE SLO user nane
$ DELETE/ QUEUE user nane_BATCH
$ SHOW QUEUE/ FULL/ BATCH
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Lab Exercise 2—4: Print Queues

L2-8

The following exercises allow you to practice DCL commands needed to create,
manipulate, view, and delete print queues. Keep in mind that the commands used
are similar to the commands for batch queues, except they are missing the
/BATCH qualifier.

Preparation for this lab exercise:

Copy your LOOP.COM fileto A.DAT so you will have two files to work
with.

Create and start a generic queue named SY SSPRINT.

Create a print execution queue. SY SSPRINT sends jobs to the queue you
create. The print execution queue should be given the name of the fastest
printer on your system (or the printer assigned to you for the course). All jobs
printed through this queue should include a flag page. Start the queue.

Create the symbol SQ to look at the contents of each device queue.
$ SQ=="SHOW QUEUE/ FULL/ DEVI CE"

Use this symbol instead of the command. The symbol is faster to enter, and
you will learn more about queues if you look at their contents often
(especially after each change).

Send A.DAT on hold to the SY SSPRINT generic queue to print.

Send LOOP.COM directly to the print execution queue to print. Look at the
contents of each device queue (quickly).

Release the A.DAT job in the SYS$PRINT queue so that it will print.
Look at the contents of the device queues, and check the line printer outpui.
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Rev. 0.11

10.
11.

12.

13.
14.

While the files are printing, pretend that the line printer is jammed. Fix the
line printer, and requeue the file.

Abort the current job printing on the line printer. Display the contents of the
gueue and note the status of the job you just aborted.

Enable your terminal as an operator's console.

Print the file A.DAT on SY S$PRINT, using the /OPERATOR qualifier to
send a message to the operator.

When notified that operator assistance is requested, enter a SHOW
QUEUE/FULL command on the print execution queue. Note the first line,
which reportsthe status of the device.

Start the queue again.
Display the contents of the execution queue.
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Lab Solution 2—4: Print Queues

The n in some of the answers corresponds to the entry number given to the job
when you entered the PRINT command. Each job has a unique entry number.
When you enter these commands to see the answers, substitute the entry numbers
given by your system in the appropriate places.

Replace the device name LPAO: with the device name of the printer you are using
so the command will work on your system.

1.

L2-10

Create and start a generic queue named SY SSPRINT.
$ I NI TI ALI ZE/ QUEUE/ GENERI C=( LPAO: ) / START SYS$PRI NT

Create a print execution queue. SY SSPRINT sends jobs to the queue you
create. The print execution queue should be given the name of the fastest
printer on your system (or the printer assigned to you for the course). All jobs
printed through this queue should include a flag page. Start the queue.

$ I NI TI ALl ZE/ QUEUE/ SEPARATE=FLAG START LPAO

Create the symbol SQ to look at the contents of each device queue.

$ SQ=="SHOW QUEUE/ FULL/ DEVI CE"
$ SQ

The symbol lists the complete contents of all device queues. Y ou should see
two queues, named LPAO and SY SSPRINT.

Send A.DAT on hold to the SY SSPRINT generic queue to print.
$ PRI NT/ QUEUE=SYS$PRI NT/ HOLD A. DAT

The PRINT command automatically sends jobs to the SYS$PRINT queue if
it exists, so the following command does the same thing:
$ PRI NT/ HOLD A. DAT
Send LOOP.COM directly to the print execution queue to print. Look at the
contents of each device queue (quickly).
$ PRI NT/ QUEUE=LPAO LOOP. COM

$ SQ

The contents of the queues should be A.DAT in SYS$PRINT on hold, and
LOOP.COM in LPAOQ with printing status.
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10.

11.

12.

13.

14.

Rev. 0.11

Release the A.DAT job in the SY S$PRINT queue so that it will print.

$ SET ENTRY/ RELEASE n

(Where n is the entry number)

Look at the contents of the device queues, and check the line printer outpui.
$ SQ

*  A.DAT should have printing status on the LPAO queue.

*  LOOP.COM should have printed first, followed by the file A.DAT.

While the files are printing, pretend that the line printer is jammed. Fix the
line printer, and requeue the file.

$ STOP/ QUEUE/ REQUEUE LPAO

Abort the current job printing on the line printer. Display the contents of the
gueue and note the status of the job you just aborted.

$ STOP/ QUEUE/ ABORT LPAO

Enable your terminal as an operator's console.
$ REPLY/ ENABLE

Print the file A.DAT on SY S$PRINT:, using the /OPERATOR qualifier to
send a message to the operator.

$ PR NI/ GPERATCGR="Long job coning through -- check paper."

When notified that operator assistance is requested, enter a SHOW
QUEUE/FULL command on the print execution queue. Note thefirst line,
which reportsthe status of the device.

$ SHOW QUEUE/ FULL LPAO

Start the queue again.
$ START/ QUEUE LPAO

Display the contents of the execution queue.
$ SHOW QUEUE/ FULL LPAO
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LAT Network Concepts
Module 3 Labs

Setting Up a Remote Print Queue

Lab Exercise: Setting Up a Remote Print Queue

This exercise allows you to practice setting up aterminal as avirtual print queue.
It requires two terminals and privileged access to aterminal server.

Rev. 0.11

1.

Choose one of the terminalsto act as aprinter. It does not have to be a
hardcopy terminal. Set up a service on the terminal server called
username_PRINT, using your own user name. Assign that service to the
terminal port to which your chosen terminal is connected. Also, make sure
the port characteristics are set correctly for printing.

On an OpenVMS system, use LATCP to set up a port that can be used to
print to your chosen terminal.

On the same system, set up aprint queue that queues jobs to the port you
created with LATCP. Give the queue the same name as your user name.

Test your work by submitting a small text file to the queue you created. It
should appear on your chosen terminal.

Delete the print queue and the LAT port on the OpenVMS system.

Delete the service you created on the terminal server, and restore the terminal
characteristics so that it functions as an interactive terminal. Log in to the
terminal to make sure it is usable.
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Lab Solution: Setting Up a Remote Print Queue
The following solution uses port number 6. Substitute your printer port number for

L3-2

6.
1

Choose one of the terminalsto act as aprinter. It does not have to be a
hardcopy terminal. Set up a service on the terminal server called
username_PRINT, using your own user name. Assign that service to the
terminal port to which your chosen terminal is connected. Also, make sure
the port characteristics are set correctly for printing.

Local > SET PRM LEGD

Passwor d>

Local > SET PCRT 6 ACCESS REMOTE

Local > DHFI NE SERV CE SYSNET9 PRINT PCRT 6 "Printer port"
Local > SET SERV CE SYSNET9 PR NT PCRT 6 "Printer port"
Local > LG3AJT PCRT 6

On an OpenVMS system, use LATCP to set up a port that can be used to
print to your chosen terminal.

This example uses LAT unit number 24. Substitute any available unit
number.

$ RUN SYS$SYSTEM LATCP
LATCP> CREATE PORT LTA24:/ APPLI CATI ON
LATCP> SET PORT LTA24:/ SERVI CE=SYSNET9_PRI NT

On the same system, set up aprint queue that queues jobs to the port you
created with LATCP. Give the queue the same name as your user name.

$ SET DEVI CE/ SPOOLED LTA24:
$ I NI TI ALI ZE/ QUEUE/ ONELTA24: / START SYSNET9

Test your work by submitting a small text file to the queue you created. It
should appear on your chosen terminal.

$ PRI NT/ QUEUE=SYSNET9 SYS$SMANAGER: LAT$SYSTARTUP. TEMPLATE
Delete the print queue and the LAT port on the OpenVMS system.

$ STOP/ QUEUE/ NEXT SYSNET9

$ DELETE/ QUEUE SYSNET9

$ SET DEVI CE/ NOSPOOLED LTA24:

$ RUN SYS$SYSTEM LATCP

LATCP> DELETE PORT LTAZ24.

LATCP> EXIT

$
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Delete the service you created on the terminal server, and restore the terminal
characteristics so that it functions as an interactive terminal. Log in to the
terminal to make sure it is usable.

[ Break]

Local > CLEAR SERVI CES SYSNET9_ PRI NT
Local > PURGE SERVI CES SYSNET9_ PRI NT
Local > SET PORT 6 ACCESS LOCAL
Local > LOGQUT PORT 6

Local >
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Preparing Volumes for Use

Written Exercise 4-1: DCL Commands

Rev. 0.11

Managing Volumes

Module 4 Labs

Supply the DCL command to perform the following actions:

Clear the volume and establish
volume parameters.

Establish volume parameters
without clearing the volume.

Make a volume known to the
system.

Display full information
regarding a device, including
volume protection codes.

Reserve a device for your process

Mount disk in drive $2$DUA1,
with the label WORK1, for
system access.
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Written Solution 4-1; DCL Commands

L4 -2

Supply the DCL command to perform the following actions:

I NI TI ALI ZE Clear the volume and establish volume
parameters.

SET VOLUME Establish volume parameters without clearing
the volume.

$MOUNT Make a volume known to the system.

$SHOW DEVI CE/ FULL Display full information regarding a device,
including volume protection codes.

$ALLOCATE Reserve a device for your process.
$MOUNT/ SYSTEM Mount disk in drive $23DUA1, with the label
$2$DUAL WORK1 WORK1, for system access.
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Managing Volumes

Introduction to Laboratory Exercise 4-2

This lab can be done as a group exercise.

Y ou need a disk drive and a disk volume, or atape drive and a tape volume to
complete these exercises.

Lab Exercise 4-2: Create a Public Volume

Rev. 0.11

1.

Initialize and mount a disk volume or atape volume for public use.
a.  Allocate the device specified by your to your process.

b. Physically load the volume on the device. If you are not sure how to
load the volume, ask your

Initialize the disk or tape volume so that all users will have accessto it.

Mount the disk or tape volume so that all users on the system will have
access to it without having to mount it themselves.

e. Display the characteristics of the device on which you have just
mounted the volume.

Dismount the volume and de-allocate the device so that it is available for
other users.
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Lab Solution 4-2: Create a Public Volume

Substitute the name of the device you are using for DRA1:, your own logical name
for DRIVE, and your own label for MYVOL.

1. Initialize and mount a disk volume or atape volume for public use.
a.  Allocate the device specified by your to your process.

$ ALLCCATE DRA1l: DRI VE

b. Physically load the volume on the device. If you are not sure how to
load the volume, ask your

No solution needed.
c. Initialize the disk or tape volume so that all users will have accessto it.

$ I NI TI ALI ZE/ SYSTEM DRI VE MYVOL

d. Mount the disk or tape volume so that all users on the system will have
access to it without having to mount it themselves.

$ MOUNT/ SYSTEM NOUNLOAD DRI VE MYVOL

e. Display the characteristics of the device on which you have just
mounted the volume.

$ SHOW DEVI CE/ FULL DRI VE

2. Dismount the volume and de-allocate the device so that it is available for
other users.

$D | SMOUNT/ UNLOAD DRI VE
$ DEALLOCATE DRA1:
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Module 5 Labs
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Customizing System Startup Files

Lab Exercise 5-1: System Startup Files

L5-2

1.

Type (or print) the following system startup files and examine them:

a

b.

C.

d.

SY SSMANAGER:SYLOGICALS.COM

SY SSMANAGER:SY PAGSWPFILES.COM
SY SSMANAGER:SY CONFIG.COM

SY SSMANAGER:SY STARTUP_VMS.COM

(Optional) Create TERMINALS.COM in your own directory. This procedure
should set the permanent characteristics of the terminals on your system
according to the following information.

a

b.

C.

o

- @

Assume that you have eight terminals.
Set up some fast terminals and some slow terminals.

Protect at least three terminals from allocation by processes other than
those with a[001,004] UIC.

Four of the terminals are VT200 series terminals.
Three are VT300 series terminals.

One isan LA120 hardcopy terminal.

The LA120 is attached through a modem.

The other terminals are attached through direct lines.

Include the name of the owner and office number where the terminal is
located in a comment for each terminal.
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3. (Optional) Create an alternate SY STARTUP_VMS.COM in your own
directory. Do not execute this procedure to verify your work. Instead, look at
the answers provided in this chapter. The procedure should include
commands to do the following:

a

Rev. 0.11

Mount the class disk (label = CLASS) on the device DUA1L:. Be sure it
will be accessible to all users. Assign the disk the logical name
CLASS DISK.

Assume that a directory named [PROGRAMS] has been created on the
system disk to contain site-specific programs. Define a system logical
name for this directory.

Create and start the following queues (if possible):
*+  SYS3PPRINT (generic queue)
+ A print execution queue

Make sure the printer supports lowercase characters and includes a
flag page on each job printed.

¢+  SYS$BATCH (batch execution queue)
Set the job limit at 2 and the priority at 3.
¢+  BIGJOB (batch execution queue)
Set the job limit at 1 and the priority at 2.
Do not gart this queue.
Invoke SY SSMANAGER: TERMINALS.COM.
Define the logical names SY SSANNOUNCE and SY SSWEL COME.

Rename the second highest version of the operator log to
OPERATOR.OLD. Print OPERATOR.OLD, and have the system delete
the file for you after it has been printed.

Restrict the number of interactive usersto 35.

Send a message to all terminals telling users that the system is now up
and ready for use, and log out.
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Lab Solution 5-1: System Startup Files

1. Type (or print) the following system startup files and examine them.

The purpose of looking at the system startup files is to familiarize yourself
with the contents of these files as awhole. The following are the commands
that you would use to type out the system startup files.

a

b.

C.

d.

$ TYPE SYSSMANAGER:SYLOGICALS.COM

$ TYPE SY SSMANAGER:SY PAGSWPFILES.COM
$ TYPE SY SSMANAGER:SY CONFIG.COM

$ TYPE SYSSMANAGER:SY STARTUP_VMS.COM

2. (Optional) Create TERMINALS.COM in your own directory. This procedure
should set the permanent characteristics of the terminals on your system
according to the following information:

a

b.

C.

o

- @

L5-4

Assume that you have eight terminals.
Set up some fast terminals and some slow terminals.

Protect at least three terminals from allocation by processes other than
those with a[001,004] UIC.

Four of the terminals are VT200 series terminals.
Three are VT300 series terminals.

One isan LA120 hardcopy terminal.

The LA120 is attached through a modem.

The other terminals are attached through direct lines.

Include the name of the owner and office number where the terminal is
located in a comment for each terminal.
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The following is a sample TERMINALS.COM file. This procedure meets the
specifications of the problem, but it is not the only answer. If your procedure
contains most of the same kinds of statements, it is probably also correct.

$! TERM NALS CM

9!

$! This file sets up the permanent characteristics of the
$! termnals on this system This procedure is typically
$! invoked from SYSTARTUP_WS. M

$!

$!

$ SET TERM PERM NOMXITEM

/VT200/ SPEED=300 TTAO: !J. Snith EI5

$ SET TERM PERM NOMXITEM

/ VT200/ SPEED=2400 TTAL: !N Hae E16

$ SET TERM PERM NOMXITEM

/ VT200/ SPEED=9600 TTA2: !'F.Chi E17

$ SET TERM PERM NOMXITEM

/ VT200/ SPEED=9600 TTAS: I'P. Jones E18

$ SET TERM PERM NOMXITEM

/VT300/ SPEED=2400 TTA4: A Seel EL9

$ SET TERM PERM NOMXITEM

/ VT300/ SPEED=9600 TTAS:  !J.How and FO1

$ SET TERM PERM NOMXITEM

/ VT300/ SPEED=9600 TTA6: !'MCarter FO2

$ SET TERM PERV MDBEM

[ AUTCRALDY LA120  TTAY: D Trevor DO al-up

$!

$! NOlE For the LA120 terminal, the speed is
$! set autonatically by /AUTCBALD t o 9600.

$!

$!'d ve [001, 004] ownership of three termnals:
$!

$ SET SEAR TY PRO=(S, QR G W/ DEM CH OMER U G 001, 004] TTAO:
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$ SET SEAR TY PRO=(S, QR G W/ DEM CH OMER U G 001, 004] TTAb:
$ SET SEAR TY/ PROI=(S, Q R G V}/ DEM CH OMER U C[ 001, 004] TTAT:
$!

$! NOTE Al users can log in on these termnals, but users

9! wth a UC of [001,004] can also allocate them
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(Optional) Create an alternate SY STARTUP_VMS.COM in your own
directory. Do not execute this procedure to verify your work.

The following is a sample SY STARTUP_VMS.COM procedure. This
procedure meets the specifications of the problem, but it is not the only
answer. If your procedure contains most of the same kinds of statements, it is
probably also correct.

$! SAWLE SYSTARTUP_ WS QM
9!
$! This procedure sets up the system environnent accordi ng
$! to the resources avail abl e and functions perforned on
$! this system
$!
N e e T T
9!
$ MONT/ SYSTEM DUAL: OASS AASS D XK
$!
$ ASS QY SYSTEM SYS$SYSCEM CE: PROCRAMG. D R PROGRAVG
$!
$! Sart up PRNT and BATCH queues
$!
$ INTI ALl ZH QEBLH FLAG START LPAO
$!
$ INTIALI ZH QEEUH GENER G=LPAO/ START SYS$3PR NT
$!
$ SET PR NTER LPAO: / LOMR
$ SET DRV CE LPAD: / SPOOLED
3!
$ INTIALI ZH QUEEUH BATCH J(B=2/ PR (R TY=3/ START SYS$BATCH
$!
$ INTIALI ZH QBEH BATH JB=/ PRR TY=2 B QB
$!
$ @BYSSMINAGER TEHRM NALS. M
$!
$ ASS QY SYSTEM " System nunber 239 - oenWB " SYSSANNOUNCE
$ ASS QN SYSTEM "Wl cone to system 239" SYSSVH COME
$!
$ RENAME CPERATCR L33 -1 CGPERATAR AD
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$ PR NI/ DELETE CPERATCR AD

9!

$ SET LA N | NTERACTI VE=35

$!

$! NOTE The SET LOA N INT command shoul d be pl aced at the end
$! of the procedure, so users cannot log in while the
$! procedure i s executing.

$!

$!

$ REPLY/ BELL/ ALL "System 239 is ready for use"

9!

$ LGOI/ BR B
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Customizing Login Command Procedures

Lab Exercise 5-2: Create a Captive Account

Y ou need write access to the MFD of your disk and to the system authorization
filesto do this lab.

Rev. 0.11

1.

Create an account called PAY ROLL. The group number assigned to workers
in payroll is 322. Choose any member number from 60-377 (octal) that is not
inuse. Also create adirectory and a disk quota entry for the account.

Log in to the new account and create asmall file in its directory to verify
your work.

Create a captive login command procedure for PAYROLL. Include
commands to:

a Logoutif Ctrl/Y istyped

b. Display process information

c. Display information about system processes
d. Logout

Loginto PAYROLL and type Ctrl/Y while the commands are executing.
What happens?

Log into PAYROLL again, specifying/NOCOMMAND on the user name.
What happens?

Log into PAYROLL again, specifying/NOCOMMAND on the user name.
What happens?

Remove the PAYROLL user from the system.
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Lab Solution 5-2: Create a Captive Account

L5-10

1.

Create an account called PAY ROLL. The group number assigned to workers
in payroll is 322. Choose any member number from 60-377 (octal) that is not
inuse. Also create adirectory and a disk quota entry for the account.

$ SET PROCESS PR M LEGE=SYSPRV
$ SET DEFALLT SYS$SYSTEM

$ RIN AUTHRR ZE

UAF> SHOWBR BF [ 322, %]

(Qut put shows 300 has not been used as a nenber nunber yet)

UAF> ADD PAYROLL/ PASSWRD=TESTI NG U C[ 322, 300] -

_UAF> / DEVED SKSTESTSPACE D Re] PAYROLL] / FLAG=NCD! SUSER
Uk BXT

$ SET PROO PR \=CPER

$ RN SYSVAN

SYSVAN> O SKQUOTA ACD
[ 322, 300] / DEV CE=D SKSTESTSPACH PERVF500/ OVER=500

SYSMN> EXIT
$ CREATE D RECTCRY/ OMER=[ 322, 300] D SKSTESTSPACE: [ PAYROLL]
$
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2. Loginto the new account and create asmall file in its directory to verify
your work.

$ SET HOBT 0

V¢l cone to VAX WB F7.0

User nare:  PAYROLL

Passwor d:

V¢l cone to CpenWWB VAX versi on F7.0 on node T DY

Your password has expired; you nust set a new password to log in

New passwor d:
Verification:

$ CREATE TEST. H LE

$ DR TEST. H LE

Directory D SKSTESTSPACE [ PAYROLL]
TEST.H LE 1

Total of 1file.

$ Lo
PAYROLL logged out at 20- NO/-1995 10: 56: 45. 47

Check the owner UIC of the directory if you receive protection errors. Check
the contents of the QUOTA.SY Sfile on your disk if you receive quotaerrors.
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3. Create acaptive login command procedure for PAYROLL. Include
commands to:

a Logoutif Ctrl/Y istyped

b. Display process information

c. Display information about system processes

d. Logout

$ CREATE SYS$LOG N: LOOPLOG N. Ccav

$ ON CONTROL_Y THEN LOGOUT

$ SHOW PROCESS/ ALL

$ SHOW SYSTEM

$ LOGOUT

[Ctrl/Z]

$ SET SECURI TY/ PROTECTI ONW RE SYS$LOG N: LOOPLOG N. COM
$ RUN AUTHORI ZE

UAF> MODI FY PAYROLL/ LA COVESYS$LOG N: LOOPLOG N. COM
UAF> EXIT
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Loginto PAYROLL and type Ctrl/Y while the commands are executing.

What happens?
$ SET HOBT 0

VWl cone to VAX WS F7.0
Wser nane: PAYROLL
Passwor d:
V¢l cone to CpenWWB VAX versi on F7.0 on node Tl DY
Last interactive |ogin on Monday, 20-NO- 1995 10: 22

20-NOV-1995 10:59:47.33 Wser: PAYROLL Process ID 25A00068

Node: TIDY Process nane: "PAYRQLL"

Ternnal : RTA3: (TIDY:: MRL)

Wser ldentifier: [PAYROLL]

Base priority: 4

Default file spec: D SKSTESTSPACE [ PAYRCLL]

Devi ces al | ocated: TI DY$SRTAS:

[ Interrupt ]

PAYROLL logged out at 20- NO-1995 11:00: 15. 24
%EMS BND control returned to node _TiDyY::

When Ctrl/Y istyped, the process is logged oui.
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5. Loginto PAYROLL again, specifying/NOCOMMAND on the user name.
What happens?

$ SET HOST 0
Wel come to VAX/ VMBS F7.0

User nanme: PAYROLL/ NOCOVIVAND
Passwor d:
Wel cone to OpenVMS VAX version F7.0 on node TIDY
Last interactive |ogin on Monday, 20-NOV-1995 10:59
$

The login command procedure does not execute, and the DCL prompt is
displayed.
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Modify the UAF record for PAYROLL to include the CAPTIVE flag.
$ SET DEFAULT SYS$SYSTEM

$ RUN AUTHORI ZE

UAF> MODI FY PAYROLL/ FLAGS=CAPTI VE

UAF> EXIT

$

Log into PAYROLL again, specifying/NOCOMMAND on the user name.
What happens?

$ SET HOST 0

Wel come to VAX/ VMBS F7.0
User nane: PAYROLL/ NOCOVIVAND
Passwor d:

Qualifier not allowed in captive accounts

User nane:
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8. Removethe PAYROLL user from the system.
To remove the account completely, you must:

[0  Deleteall subdirectories and filesin [PAYROLL]

0  Remove PAYROLL.DIR

0  Removethe PAYROLL entry from the quotafile

[0  Remove the UAF record from the SY SUAF.DAT file

0 $ DELETE DI SK$TESTSPACE: [ PAYROLL. . .]*.*; *

$ SET PROT=W REWD DI SK$TESTSPACE: [ 000000] PAYROLL. DI R
0 $ DELETE DI SK$TESTSPACE: [ 000000] PAYROLL. DI R;

$ SET PROCESS/ PRI VI LEGE=OPER

$ RUN SYS$SYSTEM SYSMAN

0 SYSMAN> DI SKQUOTA DELETE
[ 322, 300] / DEVI CE=DI SK$TESTSPACE

SYSMAN> EXI T

$ SET PROCESS/ PRI VI LEGE=SYSPRV
$ SET DEFAULT SYS$SYSTEM

$ RUN AUTHORI ZE

0 UAF> REMOVE PAYROLL

UAF> EXIT

$
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Maintaining the DECnet for OpenVMS Remote Node
Database

Lab Exercise 5-3: Using NCP
At an interactive terminal, perform the following tasks:
1. Enter the DCL command that starts an NCP session.
2. At the NCP> prompt, enter the command SHOW EXECUTOR.
Observe that this command shows you:
*  Thename and numeric address of the local node
*  Whether the DECnet for OpenVMS software is running (on)
*  What version of the DECnet for OpenVMS software is running
3.  Exit the session and return to the DCL prompt.
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Lab Solution 5-3: Using NCP
At an interactive terminal, perform the following tasks:

1. Enter the DCL command that starts an NCP session.
$ RUN SYS$SYSTEM NCP

2. At the NCP> prompt, enter the command SHOW EXECUTOR.

Observe that this command shows you:
. The name and numeric address of the local node

*  Whether the DECnet for OpenVMS software is running (on)

e What version of the DECnet for OpenVMS software is running
NCP>SHOW EXECUTOR

Node Vol atile Summary as of 20-NOV-1995 11: 34: 32

Executor node = 2.7 (BCOSTON)

State on
I dentification = DECnet for OpenVM5 VAX V6. 1

3.  Exit the session and return to the DCL prompt.
NCP>EXIT or NCP> [Crl/Z ]
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Introduction to Lab Exercise 5-4

Y ou need to find an unused node name and two unused addresses for these
exercises. Do one of the following:

Ask your or a system manager or network administrator at your site, to
provide them.

Run NCP and enter the SHOW KNOWN NODES command. Select a node
name and two addresses that do not appear on the list.

If the output from SHOW KNOWN NODES is very long, select a node name
at random and then enter a SHOW NODE command to find out whether it is
in the remote node database; keep trying until you find a node name that is
not in the database. Choose two addresses similarly.

Lab Exercise 5-4: Adding Remote Nodes

For this exercise, choose one node name and one address. At an interactive
terminal, perform the following tasks:

Rev. 0.11

1.

At the DCL prompt, try to use the SET HOST command to connect to the
node whose name you chose. What happens?

Run NCP and enter commands to find out whether that nodeis registered in
both the permanent and volatile remote node databases.

Define the node in the permanent database.
Exit from NCP and try step 1 again. What happens and why?

Run NCP again and enter a command to copy the node name and address
from the permanent to the volatile database.

Exit from NCP and try step 1 again. What happens and why?
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Lab Solution 5-4: Adding Remote Nodes

These solutions demonstrate the use of node name SHIRT and address 5.123.
Substitute the name and address that you are using.

1. AttheDCL prompt, try to usethe SET HOST command to connect to the
node whose name you chose. What happens?

Y ou see this message:
USYSTEM F- NOSUCHNODE, renbte node i s unknown

2. Run NCP and enter commands to find out whether that node is registered in
both the permanent and volatile remote node databases.

If the node is in neither database, you see this outpuit:

$ RUN SYS$SYSTEM NCP

NCP>LI ST NODE SHI RT

Node Pernanent Sunmary as of 20- NOV-1995 11: 37:45
9NCP- W UNRCMVP, Unr ecogni zed conponent , Node
NCP>SHOW NODE SHI RT

Node Vol atile Sumary as of 20-NOV-1995 11: 38:53

YNCP- W UNRCMP, Unr ecogni zed conponent , Node
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Define the node in the permanent database.

NCP>DEFI NE NODE SHI RT ADDRESS 5. 123

(or)

NCP>DEFI NE NCDE 5. 123 NAME SHI RT

Exit from NCP and try step 1 again. What happens and why?
NCP>[Ctrl/ Z]

$ SET HOST SH RT

YSYSTEM F- NOSUCHNODE, renote node i s unknown

The node is still not defined in the volatile database, and the volatile database
iswhere the DECnet software obtains its data during operation.
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L5-22

Run NCP again and enter acommand to copy the node name and address
from the permanent to the volatile database.

$ RUN SYS$SYSTEM NCP

NCP>SET NODE SH RT ALL

(or)

$ RUN SYS$SYSTEM NCP

NCP>SET NODE 5.123 ALL

(or)

$ RUN SYS$SYSTEM NCP

NCP>SET NODE SHI RT ADDRESS 5. 123
(or)

$ RUN SYS$SYSTEM NCP

NCP>SET NODE 5. 123 NAME SHI RT
Exit from NCP and try step 1 again. What happens and why?

If the node exists and is running, you see the login prompt. If it does not exist
or is not running, you see the following message:

YSYSTEM F- UNREACHABLE, renpte node is not currently
reachabl e
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Lab Exercise 5-5: Changing a Remote Node Entry

In the exercise on adding a remote node, you added a node entry to the remote
node database.

Now change its address to the other address of the two that you chose or were
given. Change it in both the permanent and the volatile database.
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Lab Solution 5-5: Changing a Remote Node Entry

This solution assumes that you are changing the address of node SHIRT to 5.124.
Substitute the name and address that you are using.

$ RUN SYS$SYSTEM NCP
NCP>DEFI NE NODE SHI RT ADDRESS 5. 124
NCP>SET NODE SHI RT ALL

(or)
$ RUN SYS$SYSTEM NCP
NCP>DEFI NE NODE SHI RT ADDRESS 5. 124
NCP>SET NODE SHI RT ADDRESS 5. 124

L5-24 Rev. 0.11



Introduction to System Customization

Lab Exercise 5-6: Removing Remote Nodes

In the exercise on adding a remote node, you added a node entry to the remote
node database; in the exercise on changing a remote node entry, you changed its
address.

Now use NCP to remove that node entry from both databases.
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Lab Solution 5-6: Removing Remote Nodes

These solutions demonstrate the use of node name SHIRT and address 5.124.
Substitute the name and address that you are using.

NCP>CLEAR NODE SHI RT ALL

NCP>PURGE NODE SHI RT ALL
(or)

NCP>CLEAR NODE 5. 124 ALL

NCP>PURGE NODE 5. 124 ALL

L5-26 Rev. 0.11



Installing Layered Products
Module 6 Labs

Managing Product Licenses

Lab Exercise 6-1: License Management Facility

1. Enter the LMF command to display alist of licensesregistered in the license
database for:

a.  All licensesregistered
b. A specific layered product
2. Enter the LMF command that displays active licenses on the current node for:
a  All active licenses
b. A specific layered product
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Lab Solution 6-1: License Management Facility

L6-2

1. Enter the LMF command to display alist of licensesregistered in the license
database for:

a

All licenses registered

$ LI CENSE LI ST

A specific layered product

$ LI CENSE LI ST FORTRAN

Press Ctrl/Z to exit, use arrow keys to scroll.
Li cense Managenent Facility

Li cense Dat abase Fil e:
SYS$SCOVMON: [ SYSEXE] LMF$LI CENSE. LDB; 1

Created on: 9- VAY- 1999
Created by user: SYSTEM
LMF Versi on: V1.0
FORTRAN DEC

FORTRAN DEC

[End OF List]

The purpose of displaying the list of all registered licenses isto begin to
familiarize yourself with the contents of the license database. This command
allows you to gain information on the entire database or just on specific
products.
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2. Enter the LMF command that displays active licenses on the current node for:

a

All active licenses
$ SHOW LI CENSE

A specific layered product
$ SHONVLI CENSE FCRTRAN

Active |icenses on node SUPER

------- Product ID-------- ---- Rating ----- -- \ersion --
Pr oduct Producer Lhits Avail Activ Version Rel ease
Term nati on

FORTRAN OeC OF 0 0.0 23-AJG1999 (none)

The SHOW LICENSE command allows you to find out what products have
already been loaded on the current node. This command will give you the
entire list of active products, or you can request information on a specific
product.
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Lab Exercise 6-2: License Management Utility (LICENSE)

1. Create alicense database in your own user directory. Enter the SHOW
DEFAULT command to find out the exact device and directory name that
you need to specify when creating the database.
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Using the information from the following PAK, register and list the sample
product ED_SERV_FORTRAN. Y ou will need to specify the/ DATABASE
qualifier to the REGISTER command to ensure that you register it in your
private database.

PAK | D:
| ssuer: DEC
Aut hori zation Nunber: SQWO03058

PRODUCT | D
Product Nane: ED SERV_FORTRAN
Pr oducer: DEC

NUVBER OF UNITS:
Nunber of units: 500

KEY LEVEL:
Version: 1.0
Pr oduct Rel ease Date:

KEY TERM NATI ON DATE:

Key Ternination Date:

RATI NG
Avail ability Tabl e Code:
Activity Tabl e Code:
M SCELLANEQUS:
Key Options:
Product Token:
Har dwar e- |1 d:
Checksum 1- PAQ - MINP- NCJL- DEKP

ER R bk bk S R R R Rk kR R Rk kb bk R Rk bk b I I R Rk Ik kb bk b b
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Lab Solution 6-2: License Management Utility (LICENSE)

1. Create alicense database in your own user directory. Enter the SHOW
DEFAULT command to find out the exact device and directory name that
you need to specify when creating the database.

The following is the command that you would use to create a new license
database called PRACTICE.LDB in the directory [MGR1]. Y our database
location would be different than the one used in this solution. A
DIRECTORY command entered afterwards verifies that the file was created
in the requested directory.

$
$ LI CENSE CREATE / DATABASE=$1$DUAL: [ MGR1] PRACTI CE. LDB

$
$ DI RECTORY
Directory $1$DUAL: [ MGR1]

PRACTI CE. LDB; 1

Total of 1 file.
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Using the information from the following PAK, register and list the sample
product ED_SERV_FORTRAN. Y ou will need to specify the/ DATABASE
qualifier to the REGISTER command to ensure you register it to your private
database.

The following are the LICENSE commands that you would enter to register
and then list the layered product ED_SERV_FORTRAN.

$ LI GENSE REQ STER "ED SERV_FCRTRAN' -
_$ /1 SSUERE'DEC -

_$ / AUTHOR ZATI ON=SQW03058 -

_$ / PRODUCER=DEC -

~$ /N TS=500 -

_$ /VERS Q\EL. O -

_$ / GHEGKSUMEL- PAT - MINP- NCIL- DEKP -

_$ / DATABASE=$1$DUAL: [ MER1] PRACTI CE LDB
$

$ LI GENSE LI ST ED SERV._FCRTRAN
/ DATABASE=$1$DUAL: [ M3RL] PRACTI CE LDB

$

Note that the use of the SHOW LICENSE command here will default to the
actual system database, not your practice database. Thereisno /DATABASE
qualifier to the SHOW LICENSE command.
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Using the Monitor Utility

Lab Exercise 7-1

L7 -2

1.

10.

11.

12.

Using a video terminal, run the Monitor utility to display the MONITOR>
prompt. At the prompt, enter acommand to the utility to display the PAGE
class with an update interval of 10 seconds. Allow the utility to run for 5to
10 minutes. Watch the display and notice how (if you are on an active
system) the display changes with time.

Return to the MONITOR> prompt and display the SY STEM class.
Return to the MONITOR> prompt and display the 1/0 class.

Use MONITOR to create afile called SUMMARY .DAT that contains
summary information about the PROCESSES class. Allow the utility to write
several screens of information to the file before you enter the Ctrl/Z key
sequence to return to the DCL prompt. (Each time the values in the display
change, the utility writes a copy of the display to the file.) Display the file on
your terminal screen after you exit from the utility.

| ssue the command to monitor the cluster. This may take awhile to build a
display because a network process must be created on each node.

Issue the DCL command to display the cluster information once, then return
to the DCL prompt. Select one other node name to be used for the next step.

Monitor your system plus the other selected node.

Have a lab partner monitor your node, then pause by returning to the
MONITOR prompt. While your partner's MONITOR display is alternately
active and inactive, issue the DCL command to find out the priorities of this
created process. Note the process name/priority as opposed to the PID.

Return to the MONITOR> prompt and display any other classes that you
want. Use the HELP facility in the Monitor utility to list the names of the
classes and possible qualifiers.

Use the SHOW USERS command to obtain a list of the interactive users on
the system. Use the SHOW SY STEM command to obtain alist of the
processes on the system. Compare the names of the interactive users with the
list of process names. Note which processes appear in one but not the other.

Use the SHOW PROCESS/CONTINUOUS command to examine your own
process. What image does the program indicate you are running? Try the V
key (get help).

Which DCL command gives you information on physical memory and
usage?
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13. Which DCL command gives you information on the page files and swap files
and their usage?

14. Usethe SHOW MEMORY command to observe current memory usage.
15. Usethe SHOW PROCESS/CONTINUOUS command to monitor:

a

b.

another student's process, by PID (SHOW PROCESS/CONTINUOUS/

another student's process, by name (SHOW PROCESS/CONTINUOUS
<name>) (Use $ SHOW SY STEM to look up the pid and name for use
inbandc.)
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Lab Solution 7-1

L7 -4

1.

Using a video terminal, run the Monitor utility to display the MONITOR>
prompt. At the prompt, enter acommand to the utility to display the PAGE
class with an update interval of 10 seconds. Allow the utility to run for 5to
10 minutes. Watch the display and notice how (if you are on an active
system) the display changes with time.

$ MONI TOR
MONI TOR> MONI TOR PAGE

Return to the MONITOR> prompt and display the SY STEM class.
[Ctrl/C]
MONI TOR> MONI TOR SYSTEM

Return to the MONITOR> prompt and display the 1/0 class.
[Ctrl/C]
MONI TOR> MONITOR 1 O

Use MONITOR to create afile called SUMMARY .DAT that contains
summary information about the PROCESSES class. Allow the utility to write
several screens of information to the file before you enter the Ctrl/Z key
sequence to return to the DCL prompt. (Each time the values in the display
change, the utility writes a copy of the display to the file.) Display the file on
your terminal screen after you exit from the utility.

[Crl/

MONI TOR> MONI TOR PROCESS/ SUMVARY=SUMVARY. DAT
[Crl/Z]

$ TYPE SUVMARY. DAT

| ssue the command to monitor the cluster. This may take awhile to build a
display because a network process must be created on each node.

MONI TOR> MONI TOR CLUSTER

Issue the DCL command to display the cluster information once, then return
to the DCL prompt. Select one other node name to be used for the next step.

[Crl/Z]

$ SHOW CLUSTER

Monitor your system plus the other selected node.

$ MONI TOR CLUSTER/ NODE=(yours, sel ect ed_ot her)
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8. Havealab partner monitor your node, then pause by returning to the
MONITOR prompt. While your partner's MONITOR display is alternately
active and inactive, issue the DCL command to find out the priorities of this
created process. Note the process name/priority as opposed to the PID.

[arl/Z
...as the MIN TCR CLUSTER pr ocess begi ns

$ SHOWV SYSTEM NETWIRK

...after the MIN TCR CLUSTER process starts col |l ecting data

$ SHOWV SYSTEM NETWIRK

...after the MIN TCR CLUSTER process is interrupted by a [Qrl/Z]

$ SHOWV SYSTEM NETWIRK

...after the Monitor utility is termnated

$ SHOWV SYSTEM NETWIRK
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10.

11.

12.

13.

14.
15.

Return to the MONITOR> prompt and display any other classes that you
want. Use the HELP facility in the Monitor utility to list the names of the
classes and possible qualifiers.

Enter the Ctrl/C key sequence to cancel any display and return to the
MONITOR> prompt.
$ MONI TOR

MONI TOR> HELP MONI TOR

Use the SHOW USERS command to obtain alist of the interactive users on
the system. Use the SHOW SY STEM command to obtain alist of the
processes on the system. Compare the names of the interactive users with the
list of process names. Note which processes appear in one but not the other.

There should be more processes listed by SHOW SY STEM than by SHOW
USERS.

SHOW SY STEM lists the system processes, interactive processes, processes
from batch queues, and subprocesses. SHOW USERS lists interactive users
attached to terminals.

Use the SHOW PROCESS/CONTINUOUS command to examine your own
process. What image does the program indicate you are running? Try the V

key (get help).

SHOW PROCESS/ CONTI NUQUS shows that you are executing
SYS$SYSROOT: [ SYSEXE] SHOWN EXE.

Which DCL command gives you information on physical memory and
usage?
S SHOW MEMORY/ PHYSI CAL

Which DCL command gives you information on the page files and swap files
and their usage?

S SHOW MEMORY/ FI LES/ FULL
No solution needed.
No solution needed.
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Using the SHOW CLUSTER Utility

Lab Exercise 7-2

SHOW CLUSTER covers approximately 100 fields of data organized in terms of
fields and classes.

The classes are:
CLUSTER
SYSTEMS
MEMBERS
CIRCUITS
CONNECTIONS
COUNTERS
CREDITS
LOCAL_PORT
ERROR
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The fields vary for each class. For example, the CLUSTER class has the following
fields:

CL_EXPECTED_VOTES
CL_MEMBERS
CL_QDVOTES
CL_QUORUM
CL_VOTES

FORMED
LAST_TRANSITION
MEMSEQ

QD_NAME

QF VOTE
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Rev. 0.11

The SHOW CLUSTER utility has the following basic commands:
ADD
REMOVE
SET
INIT
HELP
EXIT
SAVE
WRITE
@file-spec

Execute SHOW CLUSTER/CONTINUOUS and enter a series of commands that
change the display.
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Lab Solution 7-2

I ssue the following commands:

1. SHOW CLUSTER/CONTINUOUS

2. ADD DIR_WT (This adds one field.)

3. REMOVE MEMBER (This removes the entire class. )

4. ADD VOTES,EXPECTED_VOTES (This adds two fields. )

5. ADD CIRCUITS (This adds one class. Each class will have its own
default fields. )

6. REMOVE RPORT (This removes a field. )

7. REMOVE CIRCUIT (This removes a class. )

8. ADD TRANSITION_TIME (This adds a field.)

9. SET VOTES/WIDTH=2 (This will adjust the width of the column. )

10. SAVE MYFILE.SCD (This will write back to disk the format of the display. )

11. INIT (This will return you to the default display without
doing ADD or REMOVE. )

12. WRITE MYFILE.DISPLAY (This takes a snapshot of the terminal display and

writes it back to disk. )

13. CONTROL/Z or EXIT)

14. $ TYPE MYFILE.DISPLAY/PAGE (Here is the information that was on the screen
earlier.)

15. $ SHOW CLUSTER/CONTINUOUS

16. @MYFILE.SCD (This file will re-create the display without your using
ADD commands.)

17. CONTROL/Z or EXIT
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Maintaining System Security
Module 8 Labs

General System Security

Written Exercise 8-1: Physical Security

List two ways a system manager can provide physical security for a computer
system.
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Written Solution 8-1: Physical Security

List two ways a system manager can provide physical security for a computer
system.

Examples:

m  Keep the console terminal in alocked or restricted area.

s Do not post dialup line phone numbers in public locations.
m  Keep all mediastorage in alocked or restricted area.

L8-2 Rev. 0.11



Maintaining System Security

Written Exercise 8-2: Software Security

List five ways a system manager can maintain software security.
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Written Solution 8-2: Software Security
List five ways a system manager can maintain software security.
Examples:

m  Keep SYSUAF.DAT, RIGHTSLIST.DAT, NETPROXY .DAT, and
NET$PROXY.DAT (VAX systems) up to date.

m  Useflagsand hourly restrictions with AUTHORIZE.

m Insist on nontrivial passwords.

s Do not publicize dialup numbers.

m Do not permit WORLD accessto SY SUAF.DAT or RIGHTSLIST.DAT.
m  Encourage use of file protection codes and ACLSs.

m  Restrict user activity with captive accounts.

m  Restrict user privileges.

s Create accounting reports to check system usage.

m  Label disks and tapes in a systematic manner.

m  Require secondary passwords.

m  Implement erase-on-delete and erase-on-allocate for files.
m  Uselogin security.

m  Usebreak-in detection.

m  Use security auditing.

m  Implement security alarmson files.

m  Protect subsystems.
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Restricting User Activities

Written Exercise 8-3: Process Parameters

The following example displays the characteristics of a processthat has several
privileges. Using the information displayed in the example, determine the value of
each of the parameters. (Turn the page for this exercise.)
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Answers

Parameters

Account name

Default device and directory specification

Interactive terminal specification

Process identification number

Process name

User identification code

User name

Priority

CPU limit

Open file quota

Working set limit

Working set quota

Privileges (list them)

$ SHOVPROCESY ALL

19-NOA 1999 17:05:08.99 Wser: GABREL Process ID 20200242
Node: TRMPET Process nane: Bugl er

Ternnal : LTA28: (ZK1123/ LG 4-2)

Wser ldentifier: [ GABR EH]
Base priority: 4

Default file spec: DO SK$SOOMPACT: [ GABR H]

Devi ces al | ocated: TI DY$SLTA2S:
Process Quot as:
Account nane: MUS C

AU limt: Infinite Drect I/Olimt: 100

Buffered 1/0O byte count quota:

Ti ner queue entry quot a: 80
Pagi ng fil e quot a:

Default page fault cluster:
Enqueue quot a:

Max det ached processes: 0

L8 -6

50000 Buffered I/Olimt: 100
Qpen file quota: 50
49978 Subprocess quot a: 8
AST quot a: 100
600 Shared file limt: 0

Max active jobs: 0
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Accounti ng i nfornation:

Buffered 1/0O count: 8241 Peak worki ng set size:

Drect 1/Ocount: 763 Peak virtual size:

Page faults: 37681 Mount ed vol unes: 1

| mages acti vat ed: 35
Hapsed CPUtine: 0 00:13:37.81
Gonnect ti ne: 0 01:25:13. 34

Aut hori zed privi |l eges:
NETMBX SETPRV  TMPMBX

Process privil eges:

OMKR\L nmay change node t o kernel
NETMBX nay create network devi ce
PR operator privil ege

TMPMBX nay create tenporary mail box

Process rights identifiers:
| NTERACTI VE

LOCAL

SYSENCLE T DY

Process Dynanic Menory Area

10268
24376

Qurrent S ze (bytes) 25600 Qurrent Total S ze (pages) 50
Free Sace (bytes) 21744 Space i n Wse (bytes) 3856
S ze of Largest Bl ock 21712 S ze of Snallest B ock 8
Nunber of Free B ocks 4 Free B ocks LEQJ 32 Bytes 1

Processes in this tree:
Sat chno

Bugl er (*)
$
$ SHOVVIRK NG SET

VWorking Set  /Limt= 1024 /Quota= 4096 /Extent= 8192

Adj ust nent enabl ed Authori zed Quota= 4096 Aut horized Extent= 8192

$

Rev. 0.11
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Written Solution 8-3: Process Parameters

L8 -8

Answers

Parameters

MUSIC

Account name

DISK$COMPACT:[GABRIEL]

Default device and directory specification

LTA28:

Interactive terminal specification

20200242 Process identification number
Bugler Process name
[ULTIMATE,GABRIEL] User identification code
GABRIEL User name

4 Priority

Infinite CPU limit

50 Open file quota

1024 Working set limit

4096 Working set quota

CMRKNL, TMPMBX, OPER, NETMBX

Privileges (list them)
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Lab Exercise 8-4: Setting Login Flag Parameters

Y ou must have write access to the system authorization file and SECURITY
privilege to do this lab.

Rev. 0.11

1.

Create a UAF record, using avacant UIC. Set the expiration date on the new
UAF record to be 5 minutes after the current time.

Wait at least 5 minutes and attempt to log in to the new account. What
happens?

Log in to your own account and delete the extra UAF record.

Change the minimum length of the password to 10 on your own account, set
aflag to require password generation, exit from the utility, log out, and log
in.

Change your password with a DCL command that uses one of the choices
listed by the generator (or generate anew list).

L8-9



OpenVMS System and Network Node Management Il

Lab Solution 8-4: Setting Login Flag Parameters

L8 -10

1.

Create a UAF record, using avacant UIC. Set the expiration date on the new
UAF record to be 5 minutes after the current time.

$ SET DEFAULT SYSBSYSTEM
$ RN AUTHR ZE

UAR> ADD
TEST_ACCT/ PASS=XYZZY! EXPI RATI ON=15: 50/ ui ¢=[ 200, 5300] / FLAGS=ND
| SUSER

%A | - ADDMBG user record successful |y added

%A | - ROBADDVBAJ, i denti fier TEST ACQCT val ue [ 000200, 005300]
added to rights data base

UAF>

Wait at least 5 minutes and attempt to log in to the new account. What
happens?
Vel cone to OpenVMVs 7.2

User nane: TEST_ACCT
Passwor d:
Your account has expired; contact your system manager

Y ou will not be able to log in to the new account because it has expired.
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3. Loginto your own account and delete the extra UAF record.
$ RUN AUTHORI ZE
UAF> REMOVE TEST_ACCT

4.  Change the minimum length of the password to 10 on your own account, set
aflag to require password generation, exit from the utility, log out and log in.

Use the [FLAGS=GENPWD qualifier to the MODIFY command in the

AUTHORIZE utility to do this.
$ SET DEFAULT SYS$SYSTEM

$ RUN AUTHORI ZE
UAF> MODI FY MGR1/ PMWDM NI MUMF10/ FLAGS=GENPWD
UAF> EXIT
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5. Change your password with a DCL command that uses one of the choices
listed by the generator (or generate anew list).

$ SET PASSWRD

A d password:

cyet adbyac cye-t ad- byac
faillavpl an fail-lav-plan
art pabr uan art - pa- bru-an
asw asdyay a- sw - as- dyay

uzangyachoa u-zang-yac-boa

Choose a password fromthis list, or press RETURNto get a new
list

New passwor d:
Verification:
$

When you enter the SET PASSWORD command, it automatically generates
alist of passwords from which you can choose.
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Using Passwords to Maintain System Security

Lab Exercise 8-5: Filtered Passwords

1. Change your password and then try to change it again to the original
password.

2. Tryto change your password to any English word.
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Lab Solution 8-5: Filtered Passwords

L8 -14

1.

Change your password and then try to change it again to the original
password.

$ SET PASSWRD
A d password:
New passwor d:
Verification:

OBYSTEM PN NH S, password found in history list; please choose
a new password

When you set your password it adds that password to your password history
file. The next time you set your password it checks the password you type
against the password history file; if it finds the password there it displays the

error message.
Try to change your password to any English word.
$ SET PASSWRD

A d password:

New passwor d:

9BYSTEM PN ND G password found in systemdictionary; please
choose anot her

string

When you type a new password, the first thing the system does (even before

it prompts you to type the new password verification) isto check the system

password dictionary. If it finds the password you typed in the dictionary, you
will receive an error message.
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